Network Administration
LSUHEALTH Wireless Client Setup
Windows XP

Notice, the new network name is “LSUHEALTH” and is case-sensitive. The old
network name was “LSUHSCS.”
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Automatic Setup

1. There is no automatic option available in Windows XP.

Return to Table of Contents

Manual Setup

1. Download the Wireless Certificate file from the Information Technology website.
2. Click on Start and then Run and enter certmgr.msc into the Open box and then click OK.
3. certmgr.msc is now open.

E certmgr - [Certificates - Current User\Trusted Root Certification Authorities] =&

File Action View Help
e 2@ 0/ c= B
¥ Certificates - Current User Object Type

» | Personal
» || Trusted Root Certification Au
» [ 7] Enterprise Trust

] Intermediate Certification Au;
> [] Active Directory User Object
» || Trusted Publishers
» ] Untrusted Certificates

| Third-Party Root Certificatior
> [ Trusted People

» || Other People

> [ ipcu

| Certificate Enrollment Reque:
» |1 Smart Card Trusted Roots

" Certificates

<[z 1 | v ||« [ 0 »

I Trusted Root Certification Authorities store contains 366 certificates.
{ —
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4. Right-click on Trusted Root Certification Authorities and choose All Tasks and then choose

Import.
ﬁ certmgr - [Certificates - Current User\Trusted Root Certification Authorities] El@u
File Action View Help
s | rEold=HE
[ﬁ] Certificates - Current User Object Type
" j Personal [ Certificates
1| Trusted Past Comification A
b (] Enterg Find Certificates... [
’ ?] Intern All Tasks > Find Certificates...
b [l Active
b [ Truste View » Import...
» [ Untru:
b [ Third Refresh
» [ Truste Export List...
i (] Other
» [ ipeu Help
1 [ Certificate Enrollment Reque!
» [ Smart Card Trusted Roots
< m ] r |« m »
Add a certificate to a store

5. Click Next.

ot nport waard i

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

<Back || Next> ][ Cancel ]
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6. Click Browse and locate the wirelesscertchain.p7b file you downloaded and click Next.

File to Import
Spedify the file you want to import.

File name:

Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (.SST)

Learn more about certificate file formats

< Back ][ Next > ][ Cancel

7. Click Next.

Certrns nportwered ==

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(@) Place all certificates in the following store
Certificate store:

Trusted Root Certification Authorities

Learn more about certificate stores

[ <Back | mext> | [ cancel |
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8. Click Finish.

ot nport W i

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

(o0 gl i o= e IR Trusted Root Certifice

Content PKCS #7 Certificates
File Name \\psf\Home\Downloac

< n »

<Back || Finsh | [ cancel

9. Click Yes.

Security Warning ’

¢ You are about to install a certificate from a certification authority (CA)
J.k claiming to represent:

Trusted Root CA G2

Windows cannot validate that the certificate is actually from "Trusted
Root CA G2". You should confirm its origin by contacting "Trusted Root
CA G2". The following number will assist you in this process:

Thumbprint (shal): E1D35085 BD1EABAL 2F4373BF 5998664 C E0072104
Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

Yes | No I

10. Click Yes again.
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Security Warning

You are about to install a certificate from a certification authority (CA)
Llés claiming to represent:

LSU Health System CA

Windows cannot validate that the certificate is actually from "LSU
Health System CA". You should confirm its origin by contacting "LSU
Health System CA". The following number will assist you in this
process:

Thumbprint (shal): C84683FB FAC60ESF DBDBESF1 783C3D30 8EB06041

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate? ‘

Yes | No | ‘

11. Click Yes again.

Security Warning ‘ |

. You are about to install a certificate from a certification authority (CA)
Z lg claiming to represent:

shv-SH-CA1

Windows cannot validate that the certificate is actually from
"shv-SH-CA1". You should confirm its origin by contacting
"shv-SH-CAL". The following number will assist you in this process:

Thumbprint (shal): 114CA481 DE6BID39 A2218ED3 FD91D236 177D0B92

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

Yes | No I
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12. Click OK.

Certificate Import Wizard ‘ 29 |

13. Close the certmgr window.

Administrator

/A Internet Jnybowmu*s
Internat Explorer
. an«mws »
Wrosoft ce ﬁmm“
N9 ) My Music
148 My Computer
@wmmmy«

!— Control Panel

@' De| Provides cptions for youto ¢
. computer, add or remove pri
@ Tour Windows 1P Q Col accounts.
=
5 Fles and Settings Transfer \\9 Prirkers and Faxes

Wiard

§23) 1scroscit office word 2007 | $€9) e and Susport
o wuch

All Programs D J _un..

@l Log OFf @ Shut Down

1 Wireless Network Co... £ Control Pansd

1. Click on Start and then Control Panel.
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# Control Panel

Fie Edt View Favortes Took Heb
Q © - (¥ Osewch [ rodes [751]+ KR Folder sy
Adess | B Control Panel

ﬂ' Control Panel = Pick a category

B Swich to Classic View

5 (
& Appearance and Themes Printers and Other Hardware

.
- Network and Internet Connections . User Accounts
&

? Add or Remove Programs Date, Time, Language, and Regional

Options

- [ 4 ‘_j) Sounds, Speech, and Audio Devices Accessibility Options

- ' Performance and Maintenance Security Center

2. Click on Network and Internet Connections.

B Network and Internet Connections

Fle E& View Favorkes Took Hebp
Qe ) (T Osench [ roders [71+ (&) Folder symc
Address |3 Neatwork and Internat Connactions

.v‘ Network and Internet Connections
b

Pick a task...

r—T\ Set up or change your Internet connection
[-Tj Create a connection to the network at your workplace
[—T_\ Set up a wireless network for a home or small office

[3) thange Windows Firewall settings

or pick a Control Panel icon

-
Intel(R) ASF Agent Console Internet Options

-~ .
= Network Connections =7 Windows Firewall
5

- Wireless Network Setup Wizard

3. Under Pick a Control Panel icon, click Network Connections.

LSUHEALTH Wireless Client Setup — Windows XP - Page 7 of 18



University Health™

" Network Connections

Fle Edt View Favortes Tooks Advarced Mebp

Qe - ) (T Oseweh [ Foders [G7]- K& Foldersyme

A LAN or High-Speed Internet

Network Tasks

" Local Area Connection
u Create a new Nat Yy
connection p "
@ Change Windows -

Firewall settings
() View avalsble wireless
networks

q Disable this network
device

\ Repair this connection
hn Rename this connection

;ﬂ Change settings of this
connection

Other Places

B Control Panel

\3 My Network Places
&) My Documents

i My Computer

dess Network Connection

Network Administration
LSUHEALTH Wireless Client Setup
Windows XP

od, Frewaled
2
View Available Wireless Networks
Repar

Bridge Conneactions

Create Shoetast

Rename

4. Right-click on your Wireless Network Connection and select Properties.

-+ Wireless Network Connection Properties ﬁ‘rg]

Generdl | Wieless Networks | Advanced
Cornect usng

B9 Dol Wieless 1510 Wireless-N WLAN

This connecton uses the folowng tems:
'Chert for Microsoft Networks
3 Fibe and Printer Sharing for Microsoft Nedworks
3 Q05 Packet Scheduler

¥ "™ Irkemat Protocol (TCPAP)

[ st | [ unnstat | [ Piopemes |
Description

Alows your computer b0 access resources on & Microsoft
retwork,

[¥] Show icon in rotification area when connected
[¥] Notity me when this connection has mited o no connectivity

ok J[ conce |

5. Click on the Wireless tab at the top.
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-4 Wireless Network Connection Properties rflﬁ_a

General  Wreeless Networks | Advanced
[¥] Use Windows 10 configue my wieeless network settings
Avadable networks

To connect 1o, dsconnect from, of find out more infoemation
about wireless networdks in range, cick the button below.

View Wieeless Networks
Prefened networks:

Automahcally connect to avadable networks in the order ksted
below:

Learn about paltng up wielass network

ok J[ coned |

6. Under Preferred networks, click on Add.

Wireless network properties f-; &
Associabon | Authentication | Connection

Netwodk. name (SSID} LSUHEALTH
[¥] Connect even # this network s not beoadcasting

Wirelets network key

This retwod requres a key for the followng

Network Autheriic shoe v
Data encrypbion: AES v

7] Ths is & computeedo-computer [ad hoc| natwork weeless
sccess ponts are not used

[ ok [ coxe |

Enter LSUHEALTH as the Network name (SSID).

Network Administration
LSUHEALTH Wireless Client Setup
Windows XP

Check the box labeled Connect even if this network is not broadcasting.
Under Wireless Network Key, select WPA2 for Network authentication and AES for Data

encryption.
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10. Select the Authentication tab at the top.

Wireless network properties rl_ rX‘

Association | Authenticahion | Connection

EAP ype Protected EAP [PEAP)

[¥) Authenticate a3 computer when computes nformation i avadable

[ Authenticate a3 guest when user oe compuber infoemation i
unavadable

o J[ conca |

11. Select Protected EAP (PEAP) as the EAP type.
12. Click the Properties button under EAP type.

Protected EAP Properties F’\&|
When connecting:

[V]vabdate server certficate

[C) Cannect to these servers:

Trusted Root Certification Authorities:
[[] Go Daddy Class 2 Certification Authority
[[] Go Daddy Root Certificate AuthorRty - G2
[[] Governmeant Rock Certification Aukhorty
[] ererootca
GTE CyberTrust Global Root
[[] Halcoen CAFO
[ Hacon CAPO 2 v
<

[T]Do nok prompk user to suthorize new servers or trusted
certification suthorities.

Select Authentication Method:

Secured password (EAP-MSCHAP v2) v
[“] Enable Fast Recornect

[T] Enable Quarantine checks

[T] Disconnect  sarver doss not present cryptobinding TLY

ok J[ coxel |
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13. Check the box labeled Validate server certificate.

14. Under Trusted Root Certification Authorities (listed in alphabetical order), check all
references to GlobalSign and Trusted Root and LSU Health System and finally shv-SH-
CA1. If you do not see these in the list, click Cancel all the way out and please refer to
the section below to install this certificate. Click here to jump to that section.

15. For Select Authentication Method, choose Secured password (EAP-MSCHAP v2) and click the

Configure button.

EAP MSCHAP2 Properties X

When conneching

E]Morw-cwusemywmbom name and
password [and doensin # any)

[ ok ][ concel |

a. Ifyou logon to your computer using your UHSYSTEM\username and password, be sure
this check box is checked for Automatically use my Windows logon name and password
(and domain if any).
b. If you use a different username and password to logon to your computer, uncheck the
box for Automatically use my Windows logon name and password (and domain if any).
Please note, this will require you to authenticate using your UHSYSTEM\username and
password, once the computer is started up, to connect to the “LSUHEALTH” wireless.
16. Click OK.
17. Click OK.
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Wireless network properties

Associabon | Authertication | Conneciion

Automabc connechon

Whenever thes network i detected, Windows can connect
to it ssomaticaly

[¥] Cornect when this network is n tange

[ ok [ Conca |

18. Click on the Connection tab at the top.

19. Check the box labeled Connect when this network is in range.

20. Click OK.

21. Now, your computer will attempt to connect to the “LSUHEALTH” network and might prompt
you to enter your username and password depending on one of your previous choices.

~

1 Wireless Network Connection

Chch here to select a certificate or other credentials for
connection to the network LSUHEALTH

22. If the Wireless Network Connection bubble appears, click on it.
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Enter Credentials

L ] [comet |

23. Enter your username, password and the domain UHSYSTEM.
24. Click OK.
25. You should now be successfully connected to the “LSUHEALTH” network.

Return to Table of Contents

Installing the Wireless Certificates
Please refer to this section only if one or more of the certificates from step 18 are

missing.

1. Download the Wireless Certificate file from the Information Technology website.
2. Click on Start and then Run and enter certmgr.msc into the Open box and then click OK.
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3. certmgr.msc is now open.

[ ﬁ certmgr - [Certificates - Current User\Trusted Root Certification Authorities] E@M
File Action View Telp
e | 2@ 0lck=H
¥ Certificates - Current User Object Type
> @ Personal [ Certificates

1 | 7] Trusted Root Certification Au
1 (] Enterprise Trust

i (] Intermediate Certification Au
1> [ ] Active Directory User Object
» ] Trusted Publishers

i (] Untrusted Certificates

1> || Third-Party Root Certificatior
i [ ] Trusted People

1> [] Other People

» [ ipeu

1 [ Certificate Enrollment Reque:
» [] Smart Card Trusted Roots

< m |« m »
Trusted Root Certification Authorities store contains 366 certificates.
———

4. Right-click on Trusted Root Certification Authorities and choose All Tasks and then choose

» [ Certificate Enrollment Reque
> [ ] Smart Card Trusted Roots

Import.
ﬁ certmgr - [Certificates - Current User\Trusted Root Certification Authorities] EI&M
File Action View Help
e | 7xE 0|k =]
G E:'ertificates - Current User Object Type
b ;l Personal [ Certificates
b (B Trustge-ReetCamkifiankiant.
» [ Enterg Find Certificates... L
b Interm ) Tagks | Find Certificates...
b ] Active
» [ Truste View » Import...
> (] Untru:
b [ Third- Refresh
» [ Truste Export List...
» [ ] Other:
b [ ipeu Help
P
B

< m ] K m »

Add a certificate to a store

5. Click Next.
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Certcns mport wanrd i

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dlick Next.

< Back [ Next > l[ Cancel ]

6. Click Browse and locate the wirelesscertchain.p7b file you downloaded and click Next.

File to Import
Spedify the file you want to import.

File name:

Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (.SST)

Learn more about certificate file formats

<Back || Next> | [ cancel |

7. Click Next.
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Cectene mpor v I ==

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(©) Automatically select the certificate store based on the type of certificate
@ Place all certificates in the following store
Certificate store:

Trusted Root Certification Authorities Browse...

Learn more about certificate stores

[ <Back [ next> ][ concel ]

8. Click Finish.

Caitcts ipor Wi I —

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

(0 gl i o= e AR Trusted Root Certifice
Content PKCS #7 Certificates
File Name \\psf\Home \Downloac
< m »

<gack |[_Fnsh | [ cancel

9. Click Yes.
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Security Warning = \‘

You are about to install a certificate from a certification authority (CA)
/_lA claiming to represent:

Trusted Root CA G2

Windows cannot validate that the certificate is actually from "Trusted
Root CA G2". You should confirm its origin by contacting "Trusted Root
CA G2". The following number will assist you in this process:

Thumbprint (shal): ELD35085 BD1EASAL 2F4373BF 599B664 C E0072104

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

Yes | No I
|

10. Click Yes again.

Security Warning ‘ “

You are about to install a certificate from a certification authority (CA)
LIA claiming to represent: ‘

LSU Health System CA

Windows cannot validate that the certificate is actually from "LSU
Health System CA". You should confirm its origin by contacting "LSU
Health System CA". The following number will assist you in this
process:

Thumbprint (shal): C84683FB FAC60ESF DBDBESF1 783C3D30 8EB06041

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate? ‘

11. Click Yes again.
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Security Warning ‘

You are about to install a certificate from a certification authority (CA)
/_IA claiming to represent:

shv-SH-CAL

Windows cannot validate that the certificate is actually from
"shv-SH-CAL". You should confirm its origin by contacting
"shv-SH-CA1". The following number will assist you in this process:

Thumbprint (shal): 114CA481 DE6B9D39 A2218ED3 FD91D236 177D0B92
Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

Yes | No I

12. Click OK.

Certificate Import Wizard | = ’

:l The import was successful.

13. Close the certmgr window.

14. Proceed to the Manual Setup instructions above.

Return to Table of Contents
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